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Learning outcomes:

o to understand the main difference between blockchain  technology and 

conventional way to handle transactions;

o to explain the difference between a conventional and  a distributed ledger;

o to explain the blockchain mechanism;

o to be able to evaluate the need for using the blockchain technology.
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Blockchain - What it is and why it is attractive (1)?

Historically, transactions were owned by a single source

and only shared to trusted third parties. The way we 

handle financial transactions today is deficient in many 

ways. 

Transactions are recorded by centralized, trust-based 

systems, such as financial institutions and clearinghouses. 

These systems lead to bottlenecks and slowdowns of 

transactions settlements. Lack of transparency, as well 

as susceptibility to corruption and fraud, lead to 

disputes. Having to resolve disputes and possibly reverse 

transactions or provide insurance for transactions is costly.
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Blockchain - What it is and why it is attractive (2)?

A blockchain is a tamper-proof, shared digital 

way for recording transactions in a public or 

private peer-to-peer network. 

Information about a transaction is distributed 

to all member nodes in the network making 

data hard to corrupt. The transactions are 

permanently recorded, in a sequential chain of 

cryptographic hash-linked blocks, providing the 

history of asset exchanges that take place 

between the members in the network.
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Blockchain - What it is and why it is attractive (3)?

All the confirmed and validated transaction blocks are linked together 

from the first in history to the current one to make up a chain , hence 

the name blockchain.

Each block contains also data from the previous block.

The blockchain is a single source of truth. Members in this network 

can view only those transactions that are relevant to them. Member in a 

blockchain network use a special protocol to agree on the record of 

transactions. 

When more and more people start to use the blockchain technology, it will 

be possible to hide personal information about a person and to reduce

the 'digital bread crumbs" that support advertisers  [1].
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Pros. Cons.
The decentralized model underlying the 

blockchain technology makes it harder to 

hack and manipulate data.

Running blockchain around the clock requires 

massive amounts of electricity and is very 

capital intensive.

The construction of a blockchain makes it 

almost impossible to manipulate a block 

without others to notice and finally reject the 

tampering.

Adding a block is done by miners (member

nodes responsible of creating a block). A block 

can only be linked to the blockchain if the 

majority of miners get the same result of 

calculations. This takes time and requires an 

infrastructure of miners. 

The blockchain network does not rely on a 

central unit controlling and monitoring the 

system.

There are still unanswered questions around 

regulation and legality.



Blockchain - What it is and why it is attractive (4)?
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What is a peer-to-peer network? (1).

A centralized network is controlled by a single unit. All 

participants called nodes are connected to this centralized 

node which controls access to the network 

resources. 

In case of a breakdown of the centralized node the whole 

network is down. 

In a peer-to-peer network no central unit controlling 

and monitoring the net exists. Each node is an equal 

participant on the net. Nodes are not reliant on one 

central node for resources. 
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What is a peer-to-peer network? (2).

The blockchain mechanisms is based on a peer-

to-peer network. But the network can take 

many forms. The network can be between 

organizations, such as a 

supply chain, or the network can be within an 

organization, for example to share data between 

divisions or to create an audit network. 

The network can also exist between individuals, 

who might need to store data like digital assets, or 

contracts on the blockchain, for example.
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How transactions are recorded - a distributed ledger (1).

Transactions are the agreements about 

ownership of an asset and its transfer. 

Whether an asset is tangible such as homes, cars 

and fruits or intangible such as patents and deeds 

does not matter. Transactions involve various 

participants like buyers, sellers, and 

intermediaries (such as banks or notaries). 

Their business agreements and contracts are 

recorded in ledgers containing the participants 

and ownership and transfer of assets.
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A blockchain is a distributed ledger, replicated across several 
computers assembled in a peer-to-peer network. Members of the 
network are anonymous individuals called nodes. All communication 
within the network uses cryptography to securely identify the 
sender and the receiver. 

Each record in this distributed ledger has a timestamp and unique 
cryptographic signature. 

How transactions are recorded - a distributed ledger (2).
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Public key cryptography (1).

Public key cryptography uses a pair of keys to 

achieve the underlying security service. The key pair 

comprises of a private and a public key.

When using this mechanism, at first the private and 

the public key is created by a mathematical 

algorithm. 

The public key is made available to everyone

via a publicly accessible repository or directory. 

The Private Key must be kept secret and is 

only known by its owner.
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Public key cryptography (2).

13

Table of Contents

All messages or in case of a blockchain all 

transactions are encrypted with the private 

key. The message is then sent to all recipients. 

Everyone can check authenticity and decrypt the 

message with the public key because the 

public key is bound to the private key by a 

mathematical algorithm. 

In case of someone modified the message with a 

different private key the decryption with the public key would not work 

anymore. The public key does not fit to the private key that was used to 

tamper the message.
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Digital Signature. 

14

Table of Contents

A digital signature is a mathematical technique

that binds a person to the digital data and ensures 

the authenticity and integrity of a message. 

This binding can be independently verified by the 

receiver of the message or any third party.

A digital signature is based on hashing and a 

public/private key pair. Hashing is done by a 

hash functions that produces a hash value or a 

hash by a mathematical algorithm. 

Two slightly different inputs will result in different 

hash values even if the differences are minimal. The 

process is depicted in this article.

https://www.tutorialspoint.com/cryptography/cryptography_digital_signatures.htm


1) A participant of the blockchain network 

requests a transaction. Such a transaction 

can involve cryptocurrency, a contract,  or 

any other piece of information.

2) The requested transaction is 

broadcasted to the member nodes.

3) The nodes of the network 

validate the transaction and 

the requester's status..

4) Once the transaction is verified it is 

combined with other transactions to 

create a new block of data for the 

ledger. 

5) The block is then cryptographic hash-linked to the existing 

blockchain in such a way that it is permanent and unalterable. 

This done by a procedure called 'proof of work' that 

establishes costs for adding a block [2]. 

This completes the transaction.
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The blockchain mechanism step by step.
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When to use the blockchain technology? 

Blockchain technology is meaningfully applicable if your use case 

involves a business network and one of the following requirements 

has to be fulfilled:

− Consensus is necessary to validate transactions.

− The audit trail, or provenance, is required.

− The record of transactions must be immutable, or tamper proof.

A short list of use cases of blockchain technology in future can be 

found in this summary.

For further studies check out the detailed descriptions in this blog.
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Test. Question 1.

➢ What are the main three differences between a centralized system of 

transactions and system based on the blockchain technology? 
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Answer:

Centralized system of the transactions is:

• owned by a single source governing information about all transactions;

• trust-based;

• a system where there is a possibility of reversing and correction every transaction 

without to notifify others. 

A system based on the blockchain technology is:

• a system of transaction records in a public or private peer-to-peer network;

• a tamper-proof system of transaction records;

• information about transactions is distributed to all member nodes without the 

possibility to change or eliminate it .
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Question 2:

➢ What are the basic principles of the blockchain technology?
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Answer:

Blockchain technology is based on the principle of distribution, recording and 

cryptography:

− Transactions are stored in a sequential chain of cryptographic hash-linked blocks in a 

peer-to-peer network thus providing information about the transaction to all 

members;

− Transactions are stored with cryptographic hashes and digital signature;

− Uses only tamper-proofed, confirmed and validated blocks with information about 

the transactions and also data from the previous block that makes possible to see all 

history of transactions.
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Question 3:

➢ How is a peer-to-peer-network constructed?
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Answer:

A peer-to-peer network consists of arbitrary number of units (nodes) which are equal 

participants of the network and can connect with each other directly without a central 

unit.
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Question 4:

➢ What is a transaction and how is it recorded in a blockchain?
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Answer:

A transaction is the agreements about ownership of an asset and its transfers. These 

agreements are recorded in ledgers containing the participants and ownership and 

transfer of assets.

In a blockchain transactions are stored in blocks which are linked together in a secure 

and tamper-proof way.  The blockchain contains all transactions accomplished beginning 

from a point of time in the past and thus contains the full history of transactions.
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Question 5:

➢ How does the public key cryptography work?

21

Answer:

The public key cryptography is based on a pair of keys: 

A public key which is made available to everyone via a publicly accessible repository or 

directory,  and the corresponding private key which is known only by its owner.  A 

mathematical algorithm creates the pair of keys in such a way that they mathematically 

connected. Decryption of a message with a public key that does not match the private 

key used to encrypt the message will fail.

At first a transaction is encrypted with the private key.  Then it is sent to all recipients 

who can check authenticity and decrypt it with the public key.
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Question 6:

➢ When do you use a digital signature?
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Answer:

Digital signatures are a kind of electronic “fingerprints.” The digital signature securely 

binds a signer with a document.

Digital signatures use a standardized, accepted format, based on public key 

cryptography, to provide the highest levels of security. They are used whenever data 

have to be send in a secure way to ensure that they are not tampered.

A document is hashed and the hash value is encrypted by the private key of the sender.  

The recipient receives the document with the digital signature (encrypted hash value) 

and the public key of the sender.  If the public key can be used to decrypt the hash 

value and if the hash value is valid, the recipient knows that the document is unaltered 

and is really from the sender.
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